[bookmark: _GoBack]Verify SQL Backups with SQL Powershell

One of our main responsibilities as DBAs is to ensure our backups are working properly.  This can be a time consuming task each day.  However, if you automate this task with SQL Powershell, you can check all your backups in minutes, whether you have ten SQL servers or 100.  I’ve outlined an automated backup verification process below.  Having monitoring on your failed SQL Agent jobs or some other type of monitoring is great, but sometimes when jobs hang, they don’t notify you.  By going directly to the SQL metadata each morning and pulling the backup info for each server, you get a true picture of how your backups are performing.  

Although this article is specific to verifying SQL database backups, this same process can be used to gather all types of useful information DBAs want to know about the SQL Servers they support (patch levels, version, db file size, ETC).  The following articles on SQL and Powershell helped me tremendously putting this process together.  I was inspired by their ideas and took what they taught me and added some ideas of my own and put together this process.  I hope it is useful to you!

Helpful Powershell Articles:
Chad Miller:   http://blogs.technet.com/b/heyscriptingguy/archive/2010/11/01/use-powershell-to-collect-server-data-and-write-to-sql.aspx
Ben Miller:  http://www.sqlservercentral.com/stairway/91327/
Tim Radney:  http://timradney.com/2014/02/17/how-to-check-for-last-sql-server-backup/ 
Luca Sturlese:  http://9to5it.com/powershell-script-template/

Here is a high level summary of the 4 step process:
1. Create a ServerList table that contains a list of the servers you want to check. 
2. Create a backup table where you will store all your database backup data from each of your servers.
3. Run the CheckBackups.ps1 PowerShell script.  It will connect to each instance in your ServerList table one by one, run a sql script which will gather backup information about your servers, store the output in a PowerShell “in memory table”, then it will write all that data into the backup table you created in step 2. 
4. Check your backups by querying your backup table to verify if your backups were successful.
 

Detailed Summary of the Process:

1. Create a table that contains a list of your servers.
Here are the columns I used for my table, but your Serverlist table doesn’t need to be this detailed; or it can be even more detailed depending on your needs.  All that is required is the SQLConnectionString column. I like to have the columns below to keep track of a lot of other information about my servers.  Once the table is created, populate it with your server info.  I use something called SQLConnectionString which contains the machine name and port number.  For example, sqlserver01,1433.  I have a few other columns for joins, which we’ll go into in Step 4.
 
CREATE TABLE [dbo].[ServerList](
	[MachineName] [nvarchar](255) NULL,
	[AssociatedApp] [nvarchar](255) NULL,
	[App_ID] [nvarchar](255) NULL,
	[SQLConnectionString] [nvarchar](255) NULL,
	[InstanceName] [nvarchar](255) NULL,
	[IsActive] [nvarchar](255) NULL,
	[Domain] [nvarchar](255) NULL,
	[Environment] [nvarchar](255) NULL,
	[PDBA] [nvarchar](255) NULL,
	[SDBA] [nvarchar](255) NULL
) ON [PRIMARY]


2. Create a backup table using the attached script.
This table needs to have these exact data types.  If it doesn’t, the PowerShell script will fail on the insert.  The bottom 5 columns are only there because PowerShell created these when it gathers the info from the backup query mentioned in Step 3.  I’m pretty new to SQL PowerShell and I’m not sure why these are created, but they aren’t hurting anything, so I just added them so the insert won’t fail.  

CREATE TABLE [dbo].[Backups](
	[DatabaseName] [nvarchar](255) NULL,
	[RecoveryModel] [nvarchar](255) NULL,
	[LastFullBackup] [nvarchar](255) NULL,
	[LastDiffBackup] [nvarchar](255) NULL,
	[LastTranLogBackup] [nvarchar](255) NULL,
	[2ndToLastTranLogBackup] [nvarchar](255) NULL,
	[CheckDate] [datetime] NULL,
	[DaysSinceLastBackup] [nvarchar](255) NULL,
	[MachineName] SQL_Variant NULL,
	[ServerName] SQL_Variant NULL,
	[InstanceName] SQL_Variant NULL,
	[ComputerNamePhysicalNetBIOS] SQL_Variant NULL,
	[RowError] varchar(255) NULL,
	[RowState] varchar(255) NULL,
	[Table] varchar(255) NULL,
	[ItemArray]  varchar(255) NULL,
	[HasErrors] varchar(255) NULL)

3. Run the CheckBackups Powershell script to Gather backup info from Your Servers.  
Before you can run the CheckBackups.ps1 script, you’ll need to download some files.  First, the Backups.SQL script which comes mostly from Tim Radney’s sql blog http://timradney.com/2014/02/17/how-to-check-for-last-sql-server-backup/.  His coding is so clean and gathers such great information.  Wish I could code like that!  Thanks Tim!!!  I added a few things to his script like checkdate and some ServerProperties so when I load it into the Backup table, I am able to see which server is associated with the db backup info.


 

You’ll also need to download the four functions below because the CheckBackups.ps1 script will need to dot source these when it runs.  If you are not sure what dot sourcing means, it simply means my CheckBackups.ps1 file relies on the code in these functions.  To understand more about the logging function, and overall neatness in Powershell coding, check out this article written by Luca Sturlese:  http://9to5it.com/powershell-script-template/ . Thanks Luca!!!

To understand more about the other three functions, do yourself a favor and spend some quality time with this article by Chad Miller.   http://blogs.technet.com/b/heyscriptingguy/archive/2010/11/01/use-powershell-to-collect-server-data-and-write-to-sql.aspx  
Seriously, changed my life as a DBA.  I learned how to utilize the out-datatable and write-datatable functions from this article written in 2010.  He shows us how to pull data directly from SQL and write directly to SQL without using any text files.  If you are reading this, THANK YOU CHAD!!!  : )








Once you’ve downloaded the backups.sql script and the four functions above, make note of where they are on your system so you can update the CheckBackups.ps1 script with their locations.  

It’s almost time to check our backups!  We just need to download the CheckBackups.ps1 script and then update a few items.  Download the CheckBackups.ps1 file and open it up to edit.  I prefer using Windows Powershell ISE for my editing.




Go to line 29-32 and update these locations with wherever you downloaded your functions.
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Go to line 39 and 40 and update it so your logging will write to the location you want it to.
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Go to line 58 & 59 and update your SQL Server and database info where you have your serverlist table.
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Go to line 68.  This section contains some information you will need to update.  For example, if you are using windows authentication for this process, and you are logged on with your windows account which has access to your SQL Servers, you can delete the username and password lines on 71 & 72.  However, be extremely careful what you put in your sql script in your input file on line 73.  If you are running under your account and you have sa permissions and there is some type of DDL in there, it will run it on every single server in your serverlist.  Imagine running a DELETE or UPDATE or worse by mistake.  It might be wiser to create a sql account that has limited read only permissions to run tasks against all your SQL Servers.  That’s what I decided to do to be safe.  
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Go to line 90 and update your SQL Server where you want to write to…
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Now you are ready to run CheckBackups.ps1.  You may want to just test this out on a couple of your test systems at first.  You can do that by going to line 60 to narrow your list of servers from your serverlist and modifying your query like this…
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If you are not having success with populating your backups table, you may not have created your backups table with the correct columns and data types.  Another reason could be you’re not able to connect to your servers.  Troubleshoot by using your log output and don’t give up! 

4. Query your backup table.  
Now that your Backups table is populated with useful information, use these queries to find valuable information…

1.  No Backups

SELECT * FROM backups
WHERE DaysSinceLastBackup = 'NEVER'


2.  Which databases haven’t been backed up recently?

SELECT SL.MachineName, SL.AssociatedApp, SL.Environment as ENV, SL.PDBA, SL.SDBA, BU.DatabaseName, BU.LastFullBackup, BU.CheckDate, BU.DaysSinceLastBackup   
FROM Backups BU
JOIN ServerList SL
ON BU.MachineName = SL.MachineName 
AND datediff(dd, getdate(),checkdate) >= -0  --  -0 will give us today.  -1 will give us --yesterday, and so on.
AND SL.Environment = 'PROD' 
AND BU.DaysSincelastBackup <> '         0'
AND BU.DaysSinceLastBackup <> '         1'
AND BU.DaysSincelastBackup <> '         2'
ORDER BY MachineName


3. Gives us a quick look at all of our prod servers sorted by the most out of date backups

SELECT SL.MachineName, SL.AssociatedApp, SL.Environment as ENV, SL.PDBA, SL.SDBA, BU.DatabaseName, BU.LastFullBackup, BU.CheckDate, BU.DaysSinceLastBackup   
FROM Backups BU
JOIN ServerList SL
ON BU.MachineName = SL.MachineName 
AND datediff(dd, getdate(),checkdate) >= -0  
AND SL.Environment = 'PROD' 
ORDER BY DaysSinceLastBackup
DESC


5.  Full Recovery, no log backups?

select * from backups
where RecoveryModel = 'Full'
and LastTranLogBackup = 'No Log'


6. Missing from your daily backup collection?  May indicate a connection issue from the ps1 process to the server or that the server just doesn’t have any backup info.  Could be a DR server.

SELECT DISTINCT SL.MachineName
FROM DBAUTIL.dbo.ServerList SL
WHERE IsActive = 1 
AND NOT EXISTS (	SELECT 1
			FROM DBAUTIL.dbo.Backups BU
			WHERE SL.MachineName = BU.MachineName
			AND datediff(dd, getdate(),bu.checkdate) >= -0
			)



Hopefully this process will help improve your life as a DBA by saving you time and energy while ensuring your databases are safe and able to be recovered!

I’d like to acknowledge a couple of my co-workers who were crucial in helping me with this process.  Vernon Crandall helped me understand general coding practices and Joseph Mills helped me work through some logging challenges.  Thanks Guys!
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Backups.SQL
/*



I used this insert column by column to test the datatypes.  I was getting a lot of errors tyring to insert.



INSERT INTO Backups 

(DatabaseName, RecoveryModel, LastFullBackup, LastDiffBackup, LastTranLogBackup, [2ndToLastTranLogBackup], 

CheckDate, DaysSinceLastBackup, MachineName, ServerName, InstanceName, ComputerNamePhysicalNetBIOS)



*/



SELECT DISTINCT

        a.Name AS DatabaseName,

        CONVERT(SYSNAME, DATABASEPROPERTYEX(a.name, 'Recovery')) RecoveryModel,

        COALESCE(( SELECT   CONVERT(VARCHAR(12), MAX(backup_finish_date), 101)

                   FROM     msdb.dbo.backupset

                   WHERE    database_name = a.name

                            AND type = 'd'

                            AND is_copy_only = '0'

                 ), 'No Full') AS 'Full' ,

	   COALESCE(( SELECT   CONVERT(VARCHAR(12), MAX(backup_finish_date), 101)

                   FROM     msdb.dbo.backupset

                   WHERE    database_name = a.name

                            AND type = 'i'

                            AND is_copy_only = '0'

                 ), 'No Diff') AS 'Diff' ,

       		COALESCE(( SELECT   CONVERT(VARCHAR(20), MAX(backup_finish_date), 120)

                   FROM     msdb.dbo.backupset

                   WHERE    database_name = a.name

                            AND type = 'l'

                 ), 'No Log') AS 'LastLog' ,

        COALESCE(( SELECT   CONVERT(VARCHAR(20), backup_finish_date, 120)

                   FROM     ( SELECT    ROW_NUMBER() OVER ( ORDER BY backup_finish_date DESC ) AS 'rownum' ,

                                        backup_finish_date

                              FROM      msdb.dbo.backupset

                              WHERE     database_name = a.name

                                        AND type = 'l'

                            ) withrownum

                   WHERE    rownum = 2

                 ), 'No Log') AS 'LastLog2',

				 

				 GETDATE() AS [CheckDate],

				 

				 ISNULL(STR(ABS(DATEDIFF(day, GetDate(), MAX(Backup_finish_date)))), 'Never') as DaysSinceLastBackup,

				

				

				

				 SERVERPROPERTY('MachineName') AS [MachineName] ,

				 SERVERPROPERTY('ServerName') AS [ServerName],

				 SERVERPROPERTY('InstanceName') AS [InstanceName], 

				 SERVERPROPERTY('ComputerNamePhysicalNetBIOS') AS [ComputerNamePhysicalNetBIOS]

				 



FROM    sys.databases a

        LEFT OUTER JOIN msdb.dbo.backupset b ON b.database_name = a.name

WHERE   a.name <> 'tempdb'

        AND a.state_desc = 'online'

GROUP BY a.Name ,

        a.compatibility_level

ORDER BY a.name


image2.emf
invoke-sqlcmd2.ps1


invoke-sqlcmd2.ps1
####################### 

<# 

.SYNOPSIS 

Runs a T-SQL script. 

.DESCRIPTION 

Runs a T-SQL script. Invoke-Sqlcmd2 only returns message output, such as the output of PRINT statements when -verbose parameter is specified 

.INPUTS 

None 

    You cannot pipe objects to Invoke-Sqlcmd2 

.OUTPUTS 

   System.Data.DataTable 

.EXAMPLE 

Invoke-Sqlcmd2 -ServerInstance "MyComputer\MyInstance" -Query "SELECT login_time AS 'StartTime' FROM sysprocesses WHERE spid = 1" 

This example connects to a named instance of the Database Engine on a computer and runs a basic T-SQL query. 

StartTime 

----------- 

2010-08-12 21:21:03.593 

.EXAMPLE 

Invoke-Sqlcmd2 -ServerInstance "MyComputer\MyInstance" -InputFile "C:\MyFolder\tsqlscript.sql" | Out-File -filePath "C:\MyFolder\tsqlscript.rpt" 

This example reads a file containing T-SQL statements, runs the file, and writes the output to another file. 

.EXAMPLE 

Invoke-Sqlcmd2  -ServerInstance "MyComputer\MyInstance" -Query "PRINT 'hello world'" -Verbose 

This example uses the PowerShell -Verbose parameter to return the message output of the PRINT command. 

VERBOSE: hello world 

.NOTES 

Version History 

v1.0   - Chad Miller - Initial release 

v1.1   - Chad Miller - Fixed Issue with connection closing 

v1.2   - Chad Miller - Added inputfile, SQL auth support, connectiontimeout and output message handling. Updated help documentation 

v1.3   - Chad Miller - Added As parameter to control DataSet, DataTable or array of DataRow Output type 

#> 

function Invoke-Sqlcmd2 

{ 

    [CmdletBinding()] 

    param( 

    [Parameter(Position=0, Mandatory=$true)] [string]$ServerInstance, 

    [Parameter(Position=1, Mandatory=$false)] [string]$Database, 

    [Parameter(Position=2, Mandatory=$false)] [string]$Query, 

    [Parameter(Position=3, Mandatory=$false)] [string]$Username, 

    [Parameter(Position=4, Mandatory=$false)] [string]$Password, 

    [Parameter(Position=5, Mandatory=$false)] [Int32]$QueryTimeout=600, 

    [Parameter(Position=6, Mandatory=$false)] [Int32]$ConnectionTimeout=15, 

    [Parameter(Position=7, Mandatory=$false)] [ValidateScript({test-path $_})] [string]$InputFile, 

    [Parameter(Position=8, Mandatory=$false)] [ValidateSet("DataSet", "DataTable", "DataRow")] [string]$As="DataRow" 

    ) 

 

    if ($InputFile) 

    { 

        $filePath = $(resolve-path $InputFile).path 

        $Query =  [System.IO.File]::ReadAllText("$filePath") 

    } 

 

    $conn=new-object System.Data.SqlClient.SQLConnection 

      

    if ($Username) 

    { $ConnectionString = "Server={0};Database={1};User ID={2};Password={3};Trusted_Connection=False;Connect Timeout={4}" -f $ServerInstance,$Database,$Username,$Password,$ConnectionTimeout } 

    else 

    { $ConnectionString = "Server={0};Database={1};Integrated Security=True;Connect Timeout={2}" -f $ServerInstance,$Database,$ConnectionTimeout } 

 

    $conn.ConnectionString=$ConnectionString 

     

    #Following EventHandler is used for PRINT and RAISERROR T-SQL statements. Executed when -Verbose parameter specified by caller 

    if ($PSBoundParameters.Verbose) 

    { 

        $conn.FireInfoMessageEventOnUserErrors=$true 

        $handler = [System.Data.SqlClient.SqlInfoMessageEventHandler] {Write-Verbose "$($_)"} 

        $conn.add_InfoMessage($handler) 

    } 

     

    $conn.Open() 

    $cmd=new-object system.Data.SqlClient.SqlCommand($Query,$conn) 

    $cmd.CommandTimeout=$QueryTimeout 

    $ds=New-Object system.Data.DataSet 

    $da=New-Object system.Data.SqlClient.SqlDataAdapter($cmd) 

    [void]$da.fill($ds) 

    $conn.Close() 

    switch ($As) 

    { 

        'DataSet'   { Write-Output ($ds) } 

        'DataTable' { Write-Output ($ds.Tables) } 

        'DataRow'   { Write-Output ($ds.Tables[0]) } 

    } 

 

} #Invoke-Sqlcmd2
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Out-DataTable.ps1


function Out-DataTable

{

<#

.SYNOPSIS

    Creates a DataTable for an object



.DESCRIPTION

    Creates a DataTable based on an object's properties.



.PARAMETER InputObject

    One or more objects to convert into a DataTable



.PARAMETER NonNullable

    A list of columns to set disable AllowDBNull on



.INPUTS

    Object

        Any object can be piped to Out-DataTable



.OUTPUTS

   System.Data.DataTable



.EXAMPLE

    $dt = Get-psdrive | Out-DataTable

    

    # This example creates a DataTable from the properties of Get-psdrive and assigns output to $dt variable



.EXAMPLE

    Get-Process | Select Name, CPU | Out-DataTable | Invoke-SQLBulkCopy -ServerInstance $SQLInstance -Database $Database -Table $SQLTable -force -verbose



    # Get a list of processes and their CPU, create a datatable, bulk import that data



.NOTES

    Adapted from script by Marc van Orsouw and function from Chad Miller

    Version History

    v1.0  - Chad Miller - Initial Release

    v1.1  - Chad Miller - Fixed Issue with Properties

    v1.2  - Chad Miller - Added setting column datatype by property as suggested by emp0

    v1.3  - Chad Miller - Corrected issue with setting datatype on empty properties

    v1.4  - Chad Miller - Corrected issue with DBNull

    v1.5  - Chad Miller - Updated example

    v1.6  - Chad Miller - Added column datatype logic with default to string

    v1.7  - Chad Miller - Fixed issue with IsArray

    v1.8  - ramblingcookiemonster - Removed if($Value) logic.  This would not catch empty strings, zero, $false and other non-null items

                                  - Added perhaps pointless error handling



.LINK

    https://github.com/RamblingCookieMonster/PowerShell



.LINK

    Invoke-SQLBulkCopy



.LINK

    Invoke-Sqlcmd2



.LINK

    New-SQLConnection



.FUNCTIONALITY

    SQL

#>

    [CmdletBinding()]

    [OutputType([System.Data.DataTable])]

    param(

        [Parameter( Position=0,

                    Mandatory=$true,

                    ValueFromPipeline = $true)]

        [PSObject[]]$InputObject,



        [string[]]$NonNullable = @()

    )



    Begin

    {

        $dt = New-Object Data.datatable  

        $First = $true 



        function Get-ODTType

        {

            param($type)



            $types = @(

                'System.Boolean',

                'System.Byte[]',

                'System.Byte',

                'System.Char',

                'System.Datetime',

                'System.Decimal',

                'System.Double',

                'System.Guid',

                'System.Int16',

                'System.Int32',

                'System.Int64',

                'System.Single',

                'System.UInt16',

                'System.UInt32',

                'System.UInt64')



            if ( $types -contains $type ) {

                Write-Output "$type"

            }

            else {

                Write-Output 'System.String'

            }

        } #Get-Type

    }

    Process

    {

        foreach ($Object in $InputObject)

        {

            $DR = $DT.NewRow()  

            foreach ($Property in $Object.PsObject.Properties)

            {

                $Name = $Property.Name

                $Value = $Property.Value

                

                #RCM: what if the first property is not reflective of all the properties?  Unlikely, but...

                if ($First)

                {

                    $Col = New-Object Data.DataColumn  

                    $Col.ColumnName = $Name  

                    

                    #If it's not DBNull or Null, get the type

                    if ($Value -isnot [System.DBNull] -and $Value -ne $null)

                    {

                        $Col.DataType = [System.Type]::GetType( $(Get-ODTType $property.TypeNameOfValue) )

                    }

                    

                    #Set it to nonnullable if specified

                    if ($NonNullable -contains $Name )

                    {

                        $col.AllowDBNull = $false

                    }



                    try

                    {

                        $DT.Columns.Add($Col)

                    }

                    catch

                    {

                        Write-Error "Could not add column $($Col | Out-String) for property '$Name' with value '$Value' and type '$($Value.GetType().FullName)':`n$_"

                    }

                }  

                

                Try

                {

                    #Handle arrays and nulls

                    if ($property.GetType().IsArray)

                    {

                        $DR.Item($Name) = $Value | ConvertTo-XML -As String -NoTypeInformation -Depth 1

                    }

                    elseif($Value -eq $null)

                    {

                        $DR.Item($Name) = [DBNull]::Value

                    }

                    else

                    {

                        $DR.Item($Name) = $Value

                    }

                }

                Catch

                {

                    Write-Error "Could not add property '$Name' with value '$Value' and type '$($Value.GetType().FullName)'"

                    continue

                }



                #Did we get a null or dbnull for a non-nullable item?  let the user know.

                if($NonNullable -contains $Name -and ($Value -is [System.DBNull] -or $Value -eq $null))

                {

                    write-verbose "NonNullable property '$Name' with null value found: $($object | out-string)"

                }



            } 



            Try

            {

                $DT.Rows.Add($DR)  

            }

            Catch

            {

                Write-Error "Failed to add row '$($DR | Out-String)':`n$_"

            }



            $First = $false

        }

    } 

     

    End

    {

        Write-Output @(,$dt)

    }



} #Out-DataTable
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write-datatable.ps1
####################### 

<# 

.SYNOPSIS 

Writes data only to SQL Server tables. 

.DESCRIPTION 

Writes data only to SQL Server tables. However, the data source is not limited to SQL Server; any data source can be used, as long as the data can be loaded to a DataTable instance or read with a IDataReader instance. 

.INPUTS 

None 

    You cannot pipe objects to Write-DataTable 

.OUTPUTS 

None 

    Produces no output 

.EXAMPLE 

$dt = Invoke-Sqlcmd2 -ServerInstance "Z003\R2" -Database pubs "select *  from authors" 

Write-DataTable -ServerInstance "Z003\R2" -Database pubscopy -TableName authors -Data $dt 

This example loads a variable dt of type DataTable from query and write the datatable to another database 

.NOTES 

Write-DataTable uses the SqlBulkCopy class see links for additional information on this class. 

Version History 

v1.0   - Chad Miller - Initial release 

v1.1   - Chad Miller - Fixed error message 

.LINK 

http://msdn.microsoft.com/en-us/library/30c3y597%28v=VS.90%29.aspx 

#> 

function Write-DataTable 

{ 

    [CmdletBinding()] 

    param( 

    [Parameter(Position=0, Mandatory=$true)] [string]$ServerInstance, 

    [Parameter(Position=1, Mandatory=$true)] [string]$Database, 

    [Parameter(Position=2, Mandatory=$true)] [string]$TableName, 

    [Parameter(Position=3, Mandatory=$true)] $Data, 

    [Parameter(Position=4, Mandatory=$false)] [string]$Username, 

    [Parameter(Position=5, Mandatory=$false)] [string]$Password, 

    [Parameter(Position=6, Mandatory=$false)] [Int32]$BatchSize=50000, 

    [Parameter(Position=7, Mandatory=$false)] [Int32]$QueryTimeout=0, 

    [Parameter(Position=8, Mandatory=$false)] [Int32]$ConnectionTimeout=15 

    ) 

     

    $conn=new-object System.Data.SqlClient.SQLConnection 

 

    if ($Username) 

    { $ConnectionString = "Server={0};Database={1};User ID={2};Password={3};Trusted_Connection=False;Connect Timeout={4}" -f $ServerInstance,$Database,$Username,$Password,$ConnectionTimeout } 

    else 

    { $ConnectionString = "Server={0};Database={1};Integrated Security=True;Connect Timeout={2}" -f $ServerInstance,$Database,$ConnectionTimeout } 

 

    $conn.ConnectionString=$ConnectionString 

 

    try 

    { 

        $conn.Open() 

        $bulkCopy = new-object ("Data.SqlClient.SqlBulkCopy") $connectionString 

        $bulkCopy.DestinationTableName = $tableName 

        $bulkCopy.BatchSize = $BatchSize 

        $bulkCopy.BulkCopyTimeout = $QueryTimeOut 

        $bulkCopy.WriteToServer($Data) 

        $conn.Close() 

    } 

    catch 

    { 

        $ex = $_.Exception 

        Write-Error "$ex.Message" 

        continue 

    } 

 

} #Write-DataTable
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LoggingFunction.ps1
Function Log-Start{

  <#

  .SYNOPSIS

    Creates log file



  .DESCRIPTION

    Creates log file with path and name that is passed. Checks if log file exists, and if it does deletes it and creates a new one.

    Once created, writes initial logging data



  .PARAMETER LogPath

    Mandatory. Path of where log is to be created. Example: C:\Windows\Temp



  .PARAMETER LogName

    Mandatory. Name of log file to be created. Example: Test_Script.log

      

  .PARAMETER ScriptVersion

    Mandatory. Version of the running script which will be written in the log. Example: 1.5



  .INPUTS

    Parameters above



  .OUTPUTS

    Log file created



  .NOTES

    Version:        1.0

    Author:         Luca Sturlese

    Creation Date:  10/05/12

    Purpose/Change: Initial function development



    Version:        1.1

    Author:         Luca Sturlese

    Creation Date:  19/05/12

    Purpose/Change: Added debug mode support



  .EXAMPLE

    Log-Start -LogPath "C:\Windows\Temp" -LogName "Test_Script.log" -ScriptVersion "1.5"

  #>

    

  [CmdletBinding()]

  

  Param ([Parameter(Mandatory=$true)][string]$LogPath, [Parameter(Mandatory=$true)][string]$LogName, [Parameter(Mandatory=$true)][string]$ScriptVersion)

  

  Process{

    $sFullPath = $LogPath + "\" + $LogName

    

   

  

   

    #Check if file exists and delete if it does

    If((Test-Path -Path $sFullPath)){

      Remove-Item -Path $sFullPath -Force

    }



  

  

    

    #Create file and start logging

    New-Item -Path $LogPath -Name $LogName –ItemType File

    

    Add-Content -Path $sFullPath -Value "***************************************************************************************************"

    Add-Content -Path $sFullPath -Value "Started processing at [$([DateTime]::Now)]."

    Add-Content -Path $sFullPath -Value "***************************************************************************************************"

    Add-Content -Path $sFullPath -Value ""

    Add-Content -Path $sFullPath -Value "Running script version [$ScriptVersion]."

    Add-Content -Path $sFullPath -Value ""

    Add-Content -Path $sFullPath -Value "***************************************************************************************************"

    Add-Content -Path $sFullPath -Value ""

  

    #Write to screen for debug mode

    Write-Debug "***************************************************************************************************"

    Write-Debug "Started processing at [$([DateTime]::Now)]."

    Write-Debug "***************************************************************************************************"

    Write-Debug ""

    Write-Debug "Running script version [$ScriptVersion]."

    Write-Debug ""

    Write-Debug "***************************************************************************************************"

    Write-Debug ""

  }

}



Function Log-Write{

  <#

  .SYNOPSIS

    Writes to a log file



  .DESCRIPTION

    Appends a new line to the end of the specified log file

  

  .PARAMETER LogPath

    Mandatory. Full path of the log file you want to write to. Example: C:\Windows\Temp\Test_Script.log

  

  .PARAMETER LineValue

    Mandatory. The string that you want to write to the log

      

  .INPUTS

    Parameters above



  .OUTPUTS

    None



  .NOTES

    Version:        1.0

    Author:         Luca Sturlese

    Creation Date:  10/05/12

    Purpose/Change: Initial function development

  

    Version:        1.1

    Author:         Luca Sturlese

    Creation Date:  19/05/12

    Purpose/Change: Added debug mode support



  .EXAMPLE

    Log-Write -LogPath "C:\Windows\Temp\Test_Script.log" -LineValue "This is a new line which I am appending to the end of the log file."

  #>

  

  [CmdletBinding()]

  

  Param ([Parameter(Mandatory=$true)][string]$LogPath, [Parameter(Mandatory=$true)][string]$LineValue)

  

  Process{

    Add-Content -Path $LogPath -Value $LineValue

  

    #Write to screen for debug mode

    Write-Debug $LineValue

  }

}



Function Log-Error{

  <#

  .SYNOPSIS

    Writes an error to a log file



  .DESCRIPTION

    Writes the passed error to a new line at the end of the specified log file

  

  .PARAMETER LogPath

    Mandatory. Full path of the log file you want to write to. Example: C:\Windows\Temp\Test_Script.log

  

  .PARAMETER ErrorDesc

    Mandatory. The description of the error you want to pass (use $_.Exception)

  

  .PARAMETER ExitGracefully

    Mandatory. Boolean. If set to True, runs Log-Finish and then exits script



  .INPUTS

    Parameters above



  .OUTPUTS

    None



  .NOTES

    Version:        1.0

    Author:         Luca Sturlese

    Creation Date:  10/05/12

    Purpose/Change: Initial function development

    

    Version:        1.1

    Author:         Luca Sturlese

    Creation Date:  19/05/12

    Purpose/Change: Added debug mode support. Added -ExitGracefully parameter functionality



  .EXAMPLE

    Log-Error -LogPath "C:\Windows\Temp\Test_Script.log" -ErrorDesc $_.Exception -ExitGracefully $True

  #>

  

  [CmdletBinding()]

  

  Param ([Parameter(Mandatory=$true)][string]$LogPath, [Parameter(Mandatory=$true)][string]$ErrorDesc, [Parameter(Mandatory=$true)][boolean]$ExitGracefully)

  

  Process{

    Add-Content -Path $LogPath -Value "Error: An error has occurred [$ErrorDesc]."

  

    #Write to screen for debug mode

    Write-Debug "Error: An error has occurred [$ErrorDesc]."

    

    #If $ExitGracefully = True then run Log-Finish and exit script

    If ($ExitGracefully -eq $True){

      Log-Finish -LogPath $LogPath

      Break

    }

  }

}



Function Log-Finish{

  <#

  .SYNOPSIS

    Write closing logging data & exit



  .DESCRIPTION

    Writes finishing logging data to specified log and then exits the calling script

  

  .PARAMETER LogPath

    Mandatory. Full path of the log file you want to write finishing data to. Example: C:\Windows\Temp\Test_Script.log



  .PARAMETER NoExit

    Optional. If this is set to True, then the function will not exit the calling script, so that further execution can occur

  

  .INPUTS

    Parameters above



  .OUTPUTS

    None



  .NOTES

    Version:        1.0

    Author:         Luca Sturlese

    Creation Date:  10/05/12

    Purpose/Change: Initial function development

    

    Version:        1.1

    Author:         Luca Sturlese

    Creation Date:  19/05/12

    Purpose/Change: Added debug mode support

  

    Version:        1.2

    Author:         Luca Sturlese

    Creation Date:  01/08/12

    Purpose/Change: Added option to not exit calling script if required (via optional parameter)



  .EXAMPLE

    Log-Finish -LogPath "C:\Windows\Temp\Test_Script.log"



.EXAMPLE

    Log-Finish -LogPath "C:\Windows\Temp\Test_Script.log" -NoExit $True

  #>

  

  [CmdletBinding()]

  

  Param ([Parameter(Mandatory=$true)][string]$LogPath, [Parameter(Mandatory=$false)][string]$NoExit)

  

  Process{

    Add-Content -Path $LogPath -Value ""

    Add-Content -Path $LogPath -Value "***************************************************************************************************"

    Add-Content -Path $LogPath -Value "Finished processing at [$([DateTime]::Now)]."

    Add-Content -Path $LogPath -Value "***************************************************************************************************"

  

    #Write to screen for debug mode

    Write-Debug ""

    Write-Debug "***************************************************************************************************"

    Write-Debug "Finished processing at [$([DateTime]::Now)]."

    Write-Debug "***************************************************************************************************"

  

    #Exit calling script if NoExit has not been specified or is set to False

    If(!($NoExit) -or ($NoExit -eq $False)){

      Exit

    }    

  }

}



Function Log-Email{

  <#

  .SYNOPSIS

    Emails log file to list of recipients



  .DESCRIPTION

    Emails the contents of the specified log file to a list of recipients

  

  .PARAMETER LogPath

    Mandatory. Full path of the log file you want to email. Example: C:\Windows\Temp\Test_Script.log

  

  .PARAMETER EmailFrom

    Mandatory. The email addresses of who you want to send the email from. Example: "admin@9to5IT.com"



  .PARAMETER EmailTo

    Mandatory. The email addresses of where to send the email to. Seperate multiple emails by ",". Example: "admin@9to5IT.com, test@test.com"

  

  .PARAMETER EmailSubject

    Mandatory. The subject of the email you want to send. Example: "Cool Script - [" + (Get-Date).ToShortDateString() + "]"



  .INPUTS

    Parameters above



  .OUTPUTS

    Email sent to the list of addresses specified



  .NOTES

    Version:        1.0

    Author:         Luca Sturlese

    Creation Date:  05.10.12

    Purpose/Change: Initial function development



  .EXAMPLE

    Log-Email -LogPath "C:\Windows\Temp\Test_Script.log" -EmailFrom "admin@9to5IT.com" -EmailTo "admin@9to5IT.com, test@test.com" -EmailSubject "Cool Script - [" + (Get-Date).ToShortDateString() + "]"

  #>

  

  [CmdletBinding()]

  

  Param ([Parameter(Mandatory=$true)][string]$LogPath, [Parameter(Mandatory=$true)][string]$EmailFrom, [Parameter(Mandatory=$true)][string]$EmailTo, [Parameter(Mandatory=$true)][string]$EmailSubject)

  

  Process{

    Try{

      $sBody = (Get-Content $LogPath | out-string)

      

      #Create SMTP object and send email

      $sSmtpServer = "smtp.yourserver"

      $oSmtp = new-object Net.Mail.SmtpClient($sSmtpServer)

      $oSmtp.Send($EmailFrom, $EmailTo, $EmailSubject, $sBody)

      Exit 0

    }

    

    Catch{

      Exit 1

    } 

  }

}
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CheckBackups.ps1
#requires -version 2

<#

.SYNOPSIS

  This script makes a connection to my SQL Server list and pulls back my list of servers I want to gather info on. It will then 

  run a SQL script which queries the system tables for backup information, then it will upload that information into a central SQL 

  table which we can query and report off of.



.NOTES

  Version:        1.0

  Author:         Geoff Ruble

  Creation Date:  8/4/2015

  Purpose/Change: Check Backup Information on our SQL Servers.

  

  http://blogs.technet.com/b/heyscriptingguy/archive/2010/11/01/use-powershell-to-collect-server-data-and-write-to-sql.aspx 

 

  http://9to5it.com/powershell-script-template/



.EXAMPLE

  NA

#>



#---------------------------------------------------------[Initialisations]--------------------------------------------------------

$password=$args[0]  #this allows us to pass the $password variable through the Blade Logic batch file so it's hidden and ecrypted.



#Set Error Action to Silently Continue

$ErrorActionPreference = "SilentlyContinue"



#Dot Source required Function Libraries

. D:\geoff\PowerShellFunctions\invoke-sqlcmd2.ps1  # this sources a more robust version of "invoke-sql" so we can run SQL commands

. D:\geoff\PowerShellFunctions\out-datatable.ps1 # allows us to take the output of a powershell WMI call into an in memory table.

. D:\geoff\PowerShellFunctions\write-datatable.ps1  # allows us to load the in memory table into the SQL table. 

. D:\geoff\PowerShellFunctions\LoggingFunction.ps1  # allows us to log



#----------------------------------------------------------[Declarations]----------------------------------------------------------

#Script Version

$sScriptVersion = "1.0"



#Log File Info

$sLogPath = "D:\geoff\PowerShellLogs"

$sLogName = "CheckBackups$(Get-Date -f _yyyy_MM_dd_hhmm).log"

$sLogFile = Join-Path -Path $sLogPath -ChildPath $sLogName



Log-Start -LogPath $sLogPath -LogName $sLogName -ScriptVersion $sScriptVersion





#------------------------------------  Getting Backup Info for each server in serverlist  ------------------------------------

$Error.Clear()   #this will clear any errors stored in the error variable

Clear-Variable sError #this will clear any errors stored in the error variable 



Log-Write -LogPath $sLogFile -LineValue "



Getting list of SQL Servers to gather SQL Backup Information...



"



$DT_Backups = `

Invoke-sqlcmd2 `

    -ServerInstance "sqlserver01\sql2014,1433" `

    -Database DBAUtil `

    -Query "SELECT TOP 2 SQLConnectionString FROM ServerList WHERE IsActive = '1' and Environment = 'test' " | 

    ` 

     

       foreach-object{

       

       $a = $_.SQLConnectionString 

       Log-Write -LogPath $sLogFile -LineValue "Gathering historical SQL backup information on $a..." 

       `

       Invoke-SqlCmd2 `

            -ServerInstance $_.SQLConnectionString `

            -Database master `

            -Username  UserName `

            -Password $password `

            -InputFile D:\geoff\SQLScripts4PowerShell\backups.sql 

            $sError = $error[1]

            Log-Error -LogPath $sLogFile -ErrorDesc $sError -ExitGracefully $False

            $Error.Clear()

            Clear-Variable sError

               

            } |out-datatable  #this will load the table into an in memory table variable, which we can call later in the script to load into a real SQL table



       

  

Log-Write -LogPath $sLogFile -LineValue "

All information has been gathered...

Uploading historical backup data to sqlserver01\sql2014,1433.DBAUtil.Backups...

" 

    

    #This will upload the in memory table into a SQL table.  This table will need to exist and have appropriate clumns/datatypes.

    Write-DataTable `

        -ServerInstance "sqlserver01\sql2014,1433" `

        -Database "DBAUtil" `

        -TableName "Backups" `

        -Data $DT_Backups





Log-Finish -LogPath $sLogFile
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